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means source or origin.

Used often with , meaning 'Open Source'.
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! Home > Wireless > The second operating system hiding in every mobile phone :

Search
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1Ove always known this, and IOm sure most of you do too, butewnever really talk about it. Every smartphone or OSNEWS ACCOUNT
other device with mobile communications capability (e.g. 3G or LTE) actually runs not one, but two operating
systems. Aside from the operating system that we as end-users see (Android, iOS, PalmOS), it also runs a small = Register

operating system that manages everything related to radio. Since this functionality is highly timing-dependent, a

: ) ) ) = login
real-time operating system is required. 9

RSS (Articles)
= RSS (Comments)

This operating system is stored in brmware, and runs on the baseband processor. As far as | know, this baseband
RTOS is always entirely proprietary. For instance, the RTOS inside Qualcomm baseband processors (in this
specibc case, the MSM6280) is called AMSS, built upon their own proprietary REX kernel, and is made up of 69 = OSnews Changelog
concurrent tasks, handling everything from USB to GPS. It runs on an ARMv5 processor.

The problem here is clear: these baseband processors and the proprietary, closed software they run are poorly
understood, as thereOs no proper peer review. This is actually kid of weird, considering just how important these
little bits of software are to the functioning of a modern communication device. You may think these baseband
RTOSO are safe and secure, buthatOs not exactly the caseYou may have the most secure mobile operating
system in the world, but youOre still running a second operatig system that is poorly understood, poorly
documented, proprietary, and all you have to go on are Qualcomm®Os InbneonOs, and othersO blue eyes.

The insecurity of baseband software is not by error; itOs by desig. The standards that govern how these baseband
processors and radios work were designed in the O80s, ending upvith a complicated codebase written in the ©90s
B complete with a ©90s attitude towards security. For instancethere is barely any exploit mitigation, so exploits are
free to run amok. What makes it even worse, is that every baseband processor inherently trusts whatever data it
receives from a base station (e.g. in a cell tower). Nothing is checked, everything is automatically trusted. Lastly,
the baseband processor is usually the master processor, whereas the application processor (which runs the
mobile operating system) is the slave.

So, we have a complete operating system, running on an ARM processor, without any exploit mitigation (or only
very little of it), which automatically trusts every instruction, piece of code, or data it receives from the base station

youOre connected to. What could possibly go wrong? RECENT ORIGINALS

With this in mind, security researcher Ralf-Philipp Weinmann of the University of Luxembourg set out to reverse =
engineer the baseband processor software of both Qualcomm and InPneon, and he easily spotted loadsand loads

of bugs, scattered all over the place, each and every one of which could lead to exploits B crashing the device,

and even allowing the attacker to remotely execute code. Remember: all over the air. One of the exploits he found

required nothing more but a 73 byte message to get remote code execution. Over the air. ]

You can do some crazy things with these exploits. For instance, you can turn on auto-answer, using the Hayes
command set. This is a command language for modems designed in 1981, and it still works on modern baseband
processors found in smartphones today (!). The auto-answer can be made silent and invisible, too. -

While we can sort-of assume that the base stations in cell towers operated by large carriers are OsafeO, the fact of

the matter is that base stations are becoming a lot cheaper, and are being sold on eBay b and there are even

open source base station software packages. Such base stations can be used to target phones. Put a

compromised base station in a crowded area B or even a Pnancial dstrict or some other sensitive area B and you

can remotely turn on microphones, cameras, place rootkits, place calls/send SMS messages to expensive TOPICS
numbers, and so on. Yes, you can even brick phones permanently.
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This is a pretty serious issue, but one that you rarely hear about. This is such low-level, complex software that | Topics
would guess very few people in the world actually understand everything thatOs going on here. Select Category

That complexity is exactly one of the reasons why itOs not easy tavrite your own baseband implementation. The
list of standards that describe just GSM is unimaginably long B and thatOsnly GSM. Now you need to add UMTS,
HSDPA, and so on, and so forth. And, of course, everything is covered by a ridiculously complex set of patents. To

top it all off, communication authorities require baseband software to be certibed. RELATED POSTS

Add all this up, and itOs easy to see why every cellphone manucturer just opts for an off-the-shelf baseband Samsung unveils Galaxy SllI

processor and associated software. This does mean that each and every feature and smartphone has a piece of May 3, 2012 ¥24 Comments

software that always runs (when the device is on), but that is essentially a black box. Whenever someone does

dive into baseband software, many bugs and issues are found, which raises the question just how long this rather Unlocked phones in Europe (a

dubious situation can continue. guide to what Americans are
missing)

1tOs kind of a sobering thought that mobile communications,te cornerstone of the modern world in both developed June 23, 2015 ¥31 Comments

and developing regions, pivots around software that is of dubious quality, poorly understood, entirely proprietary,

and wholly insecure by design. The Cell Phone Costs USD 1275 b
In Love Yet?

October 28, 2006 ¥ 36 Comments

Wishful Thinking: An ultimate
communication device for PDAs?
January 27, 2005 ¥23 Comments

MeeGo Running on HTC HD2
January 3, 2011 ¥ No Comment

Thom Holwerda
Follow me on Twitter @thomholwerda POPULAR POSTS

Linus on why x86 won for servers
February 22, 2019 ¥43 Comments

Why vinyl records survive in the

digital age
42 Comments March 3, 2019 ¥41 Comments
HereOs how we can break up big
2013-11-12 11:19 PM tech

andrewclunn

E at least now we know how SkyNet takes over March 10, 2019 ¥37 Comments

How IOm still not using GUIs in
2019: a guide to the terminal

2013-11-12 11:49 PM February 28, 2019 ¥34 Comments
tidux

In every phone IOm aware of except the OpenMoko Freerunner (whichuses RS-232), the Ol tried creating a web browser,
baseband speaks to the OmainO SoC through DMA. ThatOs what rgathakes most smartphones and Google blocked me®

impossible to truly secure. April 2, 2019 ¥25 Comments

2013-11-12 11:55 PM
informatimago
1tOs by design of course. Just wait for another Snowden.

2013-11-13 1:12 AM

ddc_

I hope it is by design, but HanlonOs razor might be more adequate bre:
careful design would produce one small vulnerability to exploit, or several
redundant vulerabilities, but te vast number suggests carelessness and/or
stupidity. Though one may easily bt on top of anotherE
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2013-11-13 12:52 AM

shmerl

So, basically that black box system has full access to the RAM of the device, while
also being the main communication component? This is really nasty.

2013-11-13 1:23 AM
shmerl
ArenOt there 3 operating systems on many phones then? SIM card contins kind of an OS too.

Edited 2013-11-13 01:24 UTC

2013-11-13 9:02 AM

Lobotomik

And Bluetooth, Wib, GPS and touch chips have an internal processa too, running their
internal software, which can be quite complex. They tend to use small ARM cores (M3,
M0), and generally use an RTOS.

There are tons of RTOS for these applications, from tiny to titanic and from free to very
expensive (and these axes are orthogonal): ThreadX, Nucleus, RTXC, pSOS, eCOS,
RTMSE

So yes, in your cellphone there are a lot more than three operating systems running at
the same time.

2013-11-13 9:21 AM

pashar

Add to that storage, which runs its own Prmware, usually with anRTOS.
And, if smartphone has an SD card slot, SD card runs its own Prmware, too.

2013-11-13 11:14 AM
Tractor
Indeed, SIM Card have their own OS too.

But they are more secure by design.

SIM Card donOt accept Oanything that comes from the airQ. Data mib&t properly
encrypted, using industry standard algorithms (3DES or AES). Just this simple
protection makes it immensely more secure than baseband OS.

Now, beyond that protection, these OS are software rubbish. They are safe mostly
because they are extremely limited. Someone able to crack (or pass) the encryption
layer protection would have no problem crashing the SIM card OS.

But stealing data from it ? nah, thatOs the hardest part. Tiis is probably the only thing
which has been properly designed in these OS.

2013-11-13 11:26 PM
fuckregistration

& Indeed, SIM Card have their own OS too.

But they are more secure by design.

Oh yes? You might want to watch the talk of Karsten Nohl at OHM2013.

2013-11-13 4:52 PM

Carewolf

Beyond all those that run on their own chips for specibc componerts there is also a low
power operating system in most phones that run when the phone is powered off. Its
main job is to react to power button key events.

edit: typos

Edited 2013-11-13 16:53 UTC
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2013-11-13 1:38 AM
Berend de Boer
Very relevant warning. What kind of phone does RMS use?

2013-11-13 1:46 AM

Morgan

I would think even a modern OdumbphoneO would have this nasigss in it. A modem is
a modem, and even the most basic cellphone has baseband software, if IOm not
mistaken. So much for going off the grid by abstaining from smartphones.

And this potentially affects much more than just cellphones. My wifeOs iPad and Kindle
are both 3G versions, which means they have AT&T-connected modems in them. The
iPad modem is Oturned offO via iOS, but that doesnOt necessarily ameitOs off
altogether. The KindleOs 3G is used every few days when she desnOt have a WiFi
connection.

Beyond those devices, how many cars these days come equipped with onboard
cellular connectivity? Here in the US it would be most if not all GM vehicles via OnStar,
as well as Teslas. | wonder if every one of those devices have the same potential
vulnerabilities as your average cellphone.

2013-11-13 1:46 AM
shmerl
May be no mobile phones at all?

2013-11-13 1:55 AM
Delgarde
Tin can and string?

2013-11-13 3:13 AM
Poseidon
He doesnOt use one. He doesnOt like being tracked.

2013-11-13 9:01 AM
glarepate

OO 0O

& Very relevant warning. What kind of phone does RMS use?
So | googled it.

& Cellular Phones

| see that cellular phones are very convenient. | would have got one, if not for
certain reprehensible things about them.

Cell phones tracking and surveillance devices. They all enable the phone system
to record where the user goes, and many (perhaps all) can be remotely
converted into listening devices.

In addition, most of them are computers with nonfree software installed. Even if
they donOt allow the user to replace the software, someone kse can replace it
remotely. Since the software can be changed, we cannot regard it as equivalent
to a circuit. A machine that allows installation of software is a computer, and
computers should run free software.

Nearly every cell phone has a universal back door that allows remote conversion
into a listening device. (See Murder in Samarkand, by Craig Murray, for an
example.) This is as nasty as a device can get.

From the book Alone Together, by Sherry Turkle, | learned that portable phones
make many peopleOs lives oppressive, because they feel compelled tspend all
day receiving and responding to text messages which interrupt everything else.
Perhaps my decision to reject this convenience for its deep injustice has turned
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out best in terms of convenience as well.

When | need to call someone, | ask someone nearby to let me make a call. If |
use someone elseOs cell phone, that doesnOt give Big Brother ginformation
about me.

He seems to know about this already. So he doesnOt own onébut he borrows them
from others if he feels the need.

He doesnOt seem to think that his voice can be matched by anyistening system(s).
GLWT Richard.

2013-11-13 7:15 PM

theosib

What%b 2s ironic is that RMS really does have nothing to hide. He wants
everything Free and out in the open, with the exception of personal things
that SHOULD be private. He wants his personal privacy not because

he%b s doing anything illegal (well, maybe he smokes a little pot , but only
fascists care about that), but because he believes in the inalienable right of
personal privacy.

Basically, as the leader of the %b IFree%o " world, RMS is the ideal counter-
argument to %b lif you have nothing to hide.O

2013-11-13 7:50 AM
Antartica_
But not that not all smartphone operating systems have this architecture; not Symbian, at least.

One of the differentiating points of Symbian is that it doesnOt need a separate baseband processol
as the GSM stack runs on symbian; it runs on the application processor (it is mostly a cost-cutting
measure, as it means the device doesnOt need a separate processordr the baseband).

2013-11-13 3:33 PM

JAlexoid

Not true. Symbian requires a baseband processor. However a lot of Nokia
dumbphones would not have two systems, just one.

2013-11-13 5:07 PM

Antartica_

AFAIK, Symbian 9 is shown in the ofpcial documentation as to be paired with
a baseband processor, as in

http://developer.nokia.com/Community/Wiki/Symbian_OS_Internals/02._E

But Symbian 8 was single-chip capable (i.e. with no separate baseband
processor); not sure if that capability was maintained in Symbian 9. See

http://www.theregister.co.uk/2006/02/14/symbian_news/

2013-11-13 11:36 PM
fuckregistration

& AFAIK, Symbian 9 is shown in the ofPcial documentation as
to be paired with a baseband processor, as in

http://developer.nokia.com/Community/Wiki/Symbian_OS_Inter

But Symbian 8 was single-chip capable (i.e. with no separate
baseband processor); not sure if that capability was
maintained in Symbian 9. See

http://www.theregister.co.uk/2006/02/14/symbian_news/

1tOs of course the other way around.

Symbian phones lack a seperate application processor, the Ul runs
on the baseband processor.

How can you do radio without a processor that runs it?

Think before you type.
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But anyway, how does that matter? One processor or two, the
baseband brmware is closed.

2013-11-14 12:16 AM
oiaohm

& But anyway, how does that matter? One processor
or two, the baseband Prmware is closed.

How does it matter is in fact the critical question. If
everything is in the one processor and their is a breach in
any part the complete system could be breached.

Now some phones will be more safe than others.

Like baseband and gps can be sharing same
processor/memory for their baseband operations. Great for
emergency services and person tracking.

Symbian 8 loads the baseband Prmware. So the baseband
brmware is a driver under Symbian 8.

So the old Symbian 8 was a Application Processor with a
Software-debned radio connected. Basically a PC does not
cease to be a PC because you connect a Software depned
radio or win-modem either.

What debnes if it a baseband processor or an application
processor is what starts brst. Symbian 8 devices it is
Symbian 8.

Yes this did disappear in Symbian 9. Also you would not
get what was Symbian 8 style past FCC any more. You
might be able to get single processor past using arm
trusted extensions but the baseband would have to be
starting brst. Over all it simple to get past regulators with
decanted baseband processor with decanted ram. There
have been issues with phones sharing baseband and
application space.

Yes there is a open source baseband Prmware issue is
legally using it. http://bb.osmocom.org

Yes FCC and other regulator approvals are required to
transmit to your standard telephone carriers.

Of course this is not a issue when you are your own carrier
out side the normal phone network. Understanding
baseband to make sim cards is in fact critical to open
source GSM stations like openbts.

2013-11-14 8:54 AM
fuckregistration

& & But anyway, how does that matter? One
processor or two, the baseband brmware is
closed.

How does it matter is in fact the critical question. If
everything is in the one processor and their is a
breach in any part the complete system could be
breached.

Now some phones will be more safe than others.

The application part is completely irrelevant when it comes
to the telephony functionality.

The microphone and speaker are connected to the BB
processor.

A breached BB has the effect of somebody else listening to
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your calls, reading your SMS.
Nobody cares about the appliation side.

The stuff on the application processor is just a PDA, if you
have a modem in the same case does not matter.

& Like baseband and gps can be sharing same
processor/memory for their baseband operations.
Great for emergency services and person tracking.

Symbian 8 loads the baseband Prmware. So the
baseband Prmware is a driver under Symbian 8.

ThatOs just your dePnition, nothing accepted by the generz
public.

& So the old Symbian 8 was a Application Processor
with a Software-debned radio connected. Basically a
PC does not cease to be a PC because you connect
a Software debned radio or win-modem either.

Those phones do the demodulation in a DSP which is
connected to the (BB-) processor.

The modulation is even done without the DSP involved.

Your dePnition of a SDR is different than the depnition d
the rest of the world.

& What debnes if it a baseband processor or an
application processor is what starts prst. Symbian 8
devices it is Symbian 8.

Again, just your gentleman depPnition.

2013-11-13 9:51 AM

OsQar

1Om not a security expert at all, but IOve been working on midé radio access technologies for
several years, so | feel quite conbdent to say that some or your clams are wrong. E.g:

OThe standards that govern how these baseband processors and radis work were designed in the
080s, ending up with a complicated codebase written in theéd90s B complete with a ©90s attitude
towards security.O

Well, GSMOs baseband was developed from late 800s to early 30@MTSO from late 900s to early
000s, and LTEOs can be now be considered almost bnished. | kndhat GSM is not secure at all
now (it was when it was released, but now it has been cracked), but IOm not so sure about UMTS
(CDMA is very hard to demodulate, so cracking is even worse) and LTE (OFDMA is quite a
headache).

OWhat makes it even worse, is that every baseband processor inherentf trusts whatever data it
receives from a base station (e.g. in a cell tower). Nothing is checked, everything is automatically
trusted.O

This is NOT TRUE. At all. Even from GSM times. Handheld devices run a bunchload of ID checks
to know what basestation is sending data; and basestations also carefully allocate and check
mobile IDOs. This is especially true in UMTS (where you have to criminate interferring users by
using pseudorandom codes) and LTE (where you even need angle-of-arrival information to reach
more users).

So, IOm not claiming that mobile basebands are inherently securebut theyOre debnitively not base
on 800s security technology.

On the other hand, | agree with your viewpoint that the closed implementations and the huge
standards are not the best way to allow the community to check for security bugs. But
manufacturers are the main supporters of actual standardization bodies, so itOs quite complicated
to Pght against it.
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2013-11-13 11:25 PM
fuckregistration

& So, IOm not claiming that mobile basebands are inherently securgbut theyOre
debnitively not based on 800s security technology.

No? Where does that claim come from?
GSM is a set of standards written in the 80s. Go to the ETSI website and look it up.
UMTS and LTE are newer, but thatOs a different topic.

2013-11-14 7:31 PM
benytocamela
Uh? He gave a concise reason regarding some of the newer basebands.

2013-11-13 9:55 AM

twitterbre

10d recommend HackRF if you want to easily mess with baseband.
http://www.kickstarter.com/projects/mossmann/hackrf-an-open-source-E

2013-11-13 11:31 PM
fuckregistration

& 10d recommend HackRF if you want to easily mess with baseband.
http://www.kickstarter.com/projects/mossmann/hackrf-an-open-source-E

1tOs amazing how many people here in the comments claim to havea clue about GSM
basebands.

Nobody, even the author of the original article mentioned osmocombb. You may want
to look it up.

What you need is a 15$ phone, not a fucking expensive SDR. Just because you know
some random piece of hardware does not put you in the position to recommend
anything to anybody. If the people reading the comments here are as dumb as you
they will waste hundreds of $.

2013-11-14 7:53 AM
twitterbre

& 1tOs amazing how many people here in the comments claim to havea
clue about GSM basebands.
Nobody, even the author of the original article mentioned osmocombb.
You may want to look it up.
What you need is a 15$ phone, not a fbking expensive SDR. Just
because you know some random piece of hardware does not put you
in the position to recommend anything to anybody. If the people
reading the comments here are as dumb as you they will waste
hundreds of $.

That thing is only usable for GSM. With a SDR you can mess with CDMA,
UMTS and LTE. Not only that, but you can do much, much more beside
hacking phone networks.

Also, that piece of software is only usable as a baseband software for your
own stupid phone. You canOt impersonate a base staion withit with ease.

Better think before posting stupid comments and embarass yourself.
Edited 2013-11-14 07:54 UTC
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2013-11-14 8:35 AM
fuckregistration

& That thing is only usable for GSM. With a SDR you can mess
with CDMA, UMTS and LTE. Not only that, but you can do
much, much more beside hacking phone networks.

There is no usable code released for anything other than GSM.

Implementing a stack for UMTS takes man years (given a
programmer who is experienced in that beld already).

This is unrealistic, only a purely theoretical possibility.

& Also, that piece of software is only usable as a baseband
software for your own stupid phone.

Not true. There are quite a lot of applications for osmocombb, not
only Omobiled, which is the normal MS functionality.

Of course a general purpose SDR has more possibilities, but thatOs
well out of scope of this discussion.

& You canOt impersonate a base staion with it with ease.

Yes you can.
http://bb.osmocom.org/trac/wiki/Software/Transceiver

ThatOs not any more complicated than running Omobiled.

2013-11-13 10:49 AM

przpgntx
OAs far as | know, this baseband RTOS is always entirely proprietary®

Not OentirelyO proprietary. QualcommOs AMSS is based on OKL4, whose soe code is available:
http://wiki.ok-labs.com/

| remember being able to download the sourcecode from the same OKL4 version on which the
AMSS of a phone of mine was based.

The OS is only a small portion of the code that runs in the baseband, though.

2013-11-13 1:56 PM

fatjoe

No, OKL4 is closed source. The old OacademicO open source version otheir site is
nothing like the current OcommercialO version running on phones.

Also, OKL4 is just a tiny tiny part of the baseband software, the rest was/is/will be
closed as always.

2013-11-13 11:32 PM
fuckregistration

& OAs far as | know, this baseband RTOS is always entirely proprietaryO

Not OentirelyO proprietary. QualcommOs AMSS is based on OKL4, whose soe
code is available: http://wiki.ok-labs.com/

| remember being able to download the sourcecode from the same OKL4 version
on which the AMSS of a phone of mine was based.

The OS is only a small portion of the code that runs in the baseband, though.

Great. ThatOs the same relationship as with Darwin and AppléOS. That gets you
absolutely nothing, itOs just a microkernel.
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O OO0 _ @O

2013-11-13 12:04 PM
gerwitz
Anyone reading this comment thread might Pnd whatOs known abouthe iDevices interesting:

http://theiphonewiki.com/wiki/Baseband_Device

2013-11-13 1:04 PM
dsmogor
1tOs an RTOS and is perfectly capable of running basband andadio on the same SOC.

BlackBerry could possibly design a cheapest smartphone ever if they exploited their gem fully.

2013-11-19 11:25 PM

zima

Some Symbian devices already had that architecture, it didnOt redy result in major
enough cost savings.

2013-11-13 3:37 PM

vrypan

[E] OWhile we can sort-of assume that the base stations in cell towers operated by large carriers
are OsafeO [E]

WellE If things are as described, | wouldnOt trust base statians, in every country | visit.

2013-11-14 3:04 AM

robbrowsing

Perhaps this is tangential, but | just read this article on the decline of Real-Time Linux.
https://lwn.net/Articles/572740/

It would be nice if you could have Oone kernel to rule themallO D i.e. nearly all functions in a phone
handled using the Linux kernel. But | donOt think that wi ever happen or would be
desirable/feasible in any case?

| donOt think RT Linux would ever be a good bt for Mobil®hones but itOs still a great project for
other uses, so its loss would be sad. Maybe somebody more knowledgeable would like to
disagree with me?

2013-11-14 11:29 AM
DeepThought
did run ENEA OSE (www.enea.com) besides the Ericsson OS.

But this was in the past.
But | am pretty sure, the iPhone 5s has at least 3 OSes:

iOS, the baseband-OS and the OS running inside the Cortex-M3 (motion controller).

2013-11-14 7:34 PM

benytocamela

I think the term OS may be a bit overextended when applied to systems which are
basically rudimentary executives.

2013-11-15 7:08 AM
DeepThought

& | think the term OS may be a bit overextended when applied to
systems which are basically rudimentary executives.

What makes an OS and OS? Can we call DOS and OS? Or does an OS
needs at least virtual memory? Or even a (G)UI?

Granted, the average woman/man on the street will use the term OS for
Windows (and maybe Linux).

Nowadays even iOS or Android come to mind. But to me these a
GP(general purpose)0SQes.

For example, QNX. This is the OS even claims to be an RTOS. But the
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executive is Neutrino, the &pkernel.

So to me, any SW which handle resource management, offers some kind of
IPC and supports multiple tasks is an OS.
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The Global Economy’s Shifting
Centre of Gravity
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Abstract

This article describes the dynamics of the global economyes centre of gravity, the average location of economic
activity across geographies on Earth. The calculations here take into account all the GDP produced on this planet. The
article “nds that in 1980 the global economyes centre of gravity was mid-Atlantic. By 2008, from the continuing rise of
China and the rest of East Asia, that centre of gravity had drifted to a location east of Helsinki and Bucharest.
Extrapolating growth in almost 700 locations across Earth, this article projects the worldes economic centre of gravity
to locate by 2050 literally between India and China. Observed from Earthes surface, that economic centre of gravity
will shift from its 1980 location 9,300 km or 1.5 times the radius of the planet.

(uonoas [eloads) a0y Yoleasay

Policy Implications

€ If soft power mirrors but lags economic power, then the source for global and political in"uence will be similarly
gradually shifting east over the next 50...100 years.

€ Policy formulation for the entire global economy, and global governance more generally, will no longer be the
domain of the last centuryes rich countries but instead will require more inclusive engagement of the east.

€ Many global policy questions will remain the same, e.g. promoting growth in the world economy, but others might
change in character, e.g. appropriate political and military intervention.

This article presents the dynamics of the global econ- the dynamics of the global economyes centre of gravity,
omyes centre of gravity. Studying such dynamics forms taking into account that that centre of gravity is typically
part of more general ongoing research on the worldes located in the interior of the planet.
shifting distribution of economic activity (Quah, 2010). | report below that the worldes economic centre of
By economic centre of gravity, | mean the average loca- gravity (WECG) located in 1980 at a point in the middle
tion of the planetes economic activity measured by GDP of the Atlantic Ocean. By 2008, however, that centre of
generated across nearly 700 identi“able locations on the gravity had drifted to a location at about the same
Earthes surface. The calculations in this article take into longitude as Izmir and Minsk, and thus east of Helsinki
account the entirety of GDP produced on this planet. and Bucharest. Of course, this change occurred not due
Grether and Mathys (2009) have previously estimated to the emergence of Turkey or Belarus, but instead from
this same concept of the world economic centre of grav- the continuing rise of China and the rest of East Asia.
ity, focusing on large urban agglomerations. Brinkhoff Extrapolating growth in the 700 locations across Earth,
(2009) has presented related data on the planetes urban the worldss economic centre of gravity is projected by
areas. The work here builds on Grether and Mathyse 2050 to locate, literally, between India and China.
important contribution in two ways. First, | extend the Observed from Earthes surface, that economic centre of
observations to cover GDP in all of the worldes econo- gravity will shift away from its 1980 location a distance
mies, constructing in each national economy a spatial of 9,300 km or 1.5 times the radius of the planet.
conditional average to stand in for the economic activity Beyond this substantive conclusion, this article contrib-
located outside the large urban agglomerations. Second, utes a methodological innovation. The study of earth
| formulate a cylindrical projection method to represent projections by geographers (e.g. Snyder, 1993) has,

Global Policy (2011) 2:1 doi: 10.1111/j.1758-5899.2010.00066.x 2011 London School of Economics and Political Science and John Wiley & Sons Ltd. @
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historically, dealt with the problem of accurately repre-
senting on a two-dimensional map locations and shapes
that rest on the surface of a curved three-dimensional
sphere. The subject matter is extensive but the critical

economic centre of gravity would be exactly halfway
between Beijing and New York. And that centre would
show exactly zero economic activity. In this example,
there are two clusters ... one in Beijing, the other in New

result is that no perfect representation exists (Gausses York ... but only one centre, precisely midway between

Theorema Egregium). No one representation can be
necessarily more accurate than all the others in every
characteristic of interest. This study seeks to represent
on to the same two-dimensional map not just the usual
points on the Earthes surface but locations and trajecto-
ries that penetrate the surface of that three-dimensional
sphere and tunnel into the spherees interior. Therefore,
the mathematical problem is at least as intricate as that
for the standard Earth projection, and the same impossi-
bility result implies that no representation can be ideal
in every possible way. Instead, what this article does is
propose and apply a projection (or distance-minimising)
technique to describe on a two-dimensional map the
worldes economic centre of gravity.

Aside from the representation problem, the equations

for calculating a spatial weighted average ... as for calcu-

lating any weighted average ... are of course invariant
and unique, and thus in this article are necessarily the
same equations exactly as appear in Grether and Mathys
(2009). In this direction, the current article only furthers
that line of analysis initiated in Grether and Mathys
(2009) by adding a set of observations to pick up the
global economy located outside urban agglomerations:
the Grether and Mathys study considered only that part
of the global economy within urban agglomerations. |
follow Grether and Mathys in ascribing a constant per
capita income across urban agglomerations within a
national economy. However, | also hypothesise a positive
but lower per capita income in the areas outside those
urban agglomerations. Grether and Mathys, by contrast,
impute zero incomes for those (rural) areas.

While it might be tempting as a result to say that
what | do here improves or makes more precise the esti-
mation of the worldes economic centre of gravity, | think
it would be more useful to consider my estimates as sim-
ply being different, in substance, from those in Grether
and Mathys. Since what we seek to estimate is unknown
and unmodelled it is not possible to say which of our
estimates is more precise or more reasonable. Compar-
ing their table 1 and their “gure 1 with Figure 2 and its
table in this article cannot determine whose estimates
should be preferred. Reassuringly, however, our substan-
tive conclusions remain the same although of course the
details will differ.

Finally, the worldes economic centre of gravity should
not be confused with a concept of clusteringof world
economic activity. To see this difference, suppose for
instance that the world only had two locations, say
Beijing and New York, and these two places shared
equal amounts of economic activity. Then the worldes

2011 London School of Economics and Political Science and John Wiley & Sons Ltd.

them. Indeed, in general, as the centre is the average,
there can only ever be one centre. Each of the different
concepts contains useful information. Therefore, the
WECG given here holds interest because it shows ten-
dencies ... the sharp eastward drift of economic activity
as Beijing grows faster than New York ... not because
that central location is where everyone should seek their
economic fortunes. For the latter, the appropriate con-
cept is clustering, not the centre of gravity. Indeed, in
the example | have just given, as long as Beijing and
New York remain equal, a business would wish to locate
as far as possible from the centre of gravity.

1. Motivation

Typical cross-country studies of income dynamics deduce
parameters from the cross-sectional variation to help
assess the causes of economic growth. Such analyses
hypothesise a representative or average economy in
whose properties the researcher is interested. This study,
by contrast, takes its principal concern to be the
dynamic behaviour of the entire spatial distribution of
economic activity. The mean of that spatial distribution
of income across the planet is the global economyes
centre of gravity. | focus on that mean because it is a
convenient and tractable representation of that distribu-
tion, not because of any inherent interest in the repre-
sentative or average economy.

Why do this? There are two large sets of reasons, both
concerning the dynamics of the distribution of incomes
across economies. A “rst is that understanding the
changing income distribution across economies gives
insight into the future evolution of global inequality
more generally (e.g. Held and Kaya, 2006; Milanovic,
2005; Quah, 2003) and thus of global justice and the
state of humanity.

A second set of reasons is that such understanding
provides critical input into another wide-ranging group
of questions across the social sciences. Among these are
questions surrounding the rise of the BRICs (Goldman
Sachs Global Economics Group, 2007); the emergence of
Asia (Mahbubani, 2008); the relative decline of the
worldes established global powers (Cox, 2007); the evolu-
tion of the worldes reserve currency and, more broadly,
change in the global monetary system (Chinn and
Frankel, 2008); and the evolving global distribution of
soft power (Nye, 2004). Such issues can be addressed
only by modelling the entire cross-country distribution
of economic and political activity, not by analysing a
hypothetical representative economy.

Global Policy (2011) 2:1
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2. Calculations

| took, to begin, national GDP “gures adjusted for pur-
chasing power parity (World Bank, 2010) augmented
with data for Taipei China (Asian Development Bank,
2008). This provided 210 data points per year. Then |
used Google Earth to determine the geographical loca-
tions of every urban agglomeration on the planet having
2009 populations exceeding 1 million (Brinkhoff, 2009
and Grether and Mathys, 2009 have previously also dis-
cussed and presented data on those locations). This gave
483 urban agglomerations on Earth. Some nation econo-
mies have no such agglomeration, others many: for
example, China had 79; India, 48; the US, 54.

To add to this collection, using Google Earth again
but now together with uniform spatial averaging, |
located the point average across geographical extent in
each of the 210 nation economies. This gave for each
nation economy a single point proxying for the rural
(non-urban) geography. Altogether, these 483 urban
agglomerations and 210 rural proxies provided 693 iden-
ti“able locations on Earth.

Following Grether and Mathys (2009) | allocated
national income across locations so that all urban
agglomerations within a nation economy had equal per
capita income. | assigned per capita income in the
remainder of the nation economy to be 10 per cent
lower than in the urban agglomerations. This last step
diverges from Grether and Mathys (2009), who omitted
all geographies outside urban agglomerations. Put
another way, Grether and Mathys (2009) applied a rural
discount of 100 per cent. | experimented with varying
this rural discount between 0 per cent and 40 per cent
with almost imperceptible change in the end results.

A more extensive study might attempt to model
rural...urban income dynamics more carefully, and

analyse changes in spatial locations as cities emerge or 9iven by jfj VadZp f2p f

vanish. | do not pursue such extensions here.

To summarise, | took 693 locations to represent the spa-
tial distribution of all the economic activity on Earth.
Tracking incomes in these locations over time gives a rep-
resentation of the spatial distribution dynamics of global
economic activity. At any given point in time, calculating
the three-dimensional weighted average across the 693
locations yields the WECG. Take the approximation that
Eartheis exactly spherical with radiu®and that a location
for economic activity is a point on the three-dimensional
Earthes surface. Written in Cartesian coordinates,

1
f va & fy;fpwith jfj 2 &2p 12p 2R 4R

(In future, with ongoing scienti“c progress, locations for
economic activity might be off the Earthes surface ...
whether above or below ... so that the last equality

Global Policy (2011) 2:1

would then no longer hold. However, nothing essential
changes in the calculations.) Denote the collection of all
urban agglomerations and rural proxies:

ff3P:0141;2;.. . Ng:

For W the measure of economic activity of interest, here
income, the worldes economic centre of gravity is that
point f 2 e such that

X N
iva1

Y W

X p
EZS we
Typically,jfj <R that is, this centre of gravity lies within
the Earthes volume, not on its surface.

When f = (f,, fy, f,) is an urban agglomeration that
rests on the planetes surface and has latitude and lon-
gitude k measured in radians, the Cartesian coordinates

relate to latitude and longitude by:

fy ¥aRcosu cosk

fy ¥a Rcosu sink

f, YaRsinu:

The easiest way to understand this calculation is to pro-
ject a point f on to the equatorial plane and then to
decompose that projection alongx and y coordinates in
that plane.

The latitude and longitude of anyf = (fy, fy, f;), not
necessarily on the planetes surface, can be recovered as:

u Yasin '&,5fj pand k Yatan ‘&, =f,p ap

with its distance from th% ljpgl;ysical centre of the planet
b

Given the data used in this article, the resulting WECG
turns out to be well beneath the surface of the planet.
Tracking the dynamics of such subterranean locations is
not straightforward.

On a two-dimensional map any point on the Earthes
surface bears a unique con“guration relative to the
usual landmarks of coastlines, cities and mountains. That
property fails, however, for points beneath the surface
of the three-dimensional planet. To see this, suppose
that some sequence of points inside the planetary
sphere has an east-to-west trajectory when viewed from
one perspective. But when viewed from the other side
of the planet that same sequence will instead traverse
west to east. Since any given perspective is arbitrary in
three-dimensional space, without further justi“cation for
“Xing a viewing position, no discussion of the centre of
gravity moving east (or west) can draw a compelling
conclusion.

2011 London School of Economics and Political Science and John Wiley & Sons Ltd. @
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Figure 1. Calculating the cylindrical projection. radius) beneath the surface of the Atlantic Ocean. Along
North Pole the east...west axis, this location is between Iceland and
Brazil. Intuitively, the 1980 WECG sat between North
America and Western Europe because most of the
worldes economic activity then occurred in just those
- two geographies.
Latitudinal projection At 66 degrees North relative to the equatorial plane,

the WECG might seem to be as far north as Iceland.
However, measured along the north...south axis, the
WECG ... because it is so deep beneath the planetes sur-
face ... turns out to be only 3,200 kilometres north of the
equator, approximately the same distance north as
Austin, Texas, Tel Aviv or Shanghai.

This account just given suggests a way to describe the
dynamics of the WECG while preserving visual intuition,
as described brie"y at the end of the previous section.

Note: When the WECG is 0.56 Earthes radius from the physipal Project the WECG qnto thfe Earth_-s §urface r?y Ioc_atlhng
centre, its latitudeu makes it appear much further north than it l?Oth the WECG and its syr ace projection on the straight
actually is. The cylindrical projection realigns perspective appropriline that minimises the distance between Earthes north...
ately and, by virtue of being a (distance-minimising) projection, south axis and a cylinder tangent to the equator.
locates the closest point on the planetss surface to the WECG. Roughly speaking, the projection is that point on the
Earthes surface that someone would be looking at when
Related to this ambiguity, latitudinal and longitudinal they “x their eyes on the north...south axis while encir-
information for subterranean points can be visually mis- cling Earth on the equatorial-tangent cylinder, and the
leading. For instance, a point close to the Earthes physi- WECG just comes into view. (And that observer is
cal centre but only a little distance north will have a hypothesised to be able to look only orthogonally from
relatively large latitudinal measure. This last will make the surface of the cylinder.)
that location appear much closer to the North Pole Figure 2 shows the shifting WECG at three-year inter-
when it is compared with other locations the same dis- vals between 1980 and 2007 in the historical sample,
tance north of the equatorial plane but which them- and then extrapolated forwards to 2049. | calculated the
selves rest on the planetes surface (Figure 1). TheseWECG beyond 2008 by “tting exponential trends individ-
anomalies arise from deeper technical dif‘culties in ually for each of the nearly 700 geographical locations,
projecting the three-dimensional Earth on to a two- and then re-estimating the WECG each year between
dimensional "at map. In contrast, previous mapping 2009 and 2049. Along with Figure 2, | also provide a
analyses (Snyder, 1993) have only ever consideredtable containing longitude, latitude and radial distance
projecting points on the Earthes surface, not locations of each of these WECGs, as well as the latitude of the
deep underground. cylindrical projection on to the planetes surface: these
To minimise this visual misperception and ambiguity, are the numbers used in the “gure.
the maps | present will depict, when indicated, a WECG To emphasise again, in this construction, Figure 2
mapped on to the Earthes surface by projecting from the shows the sequence of WECGs not from a single “xed
planetes north...south axis to the cylindrical surface tan- perspective. Instead each point in Figure 2 is from one
gent at the planetes equator. Again, see Figure 1. It element in a sequence of perspectives that track the
might seem that such cylindrical projection necessarily WECGs as the latter traverse their trajectory.
exaggerates movement in the WECG. A counterexample, By 2008 the WECG had drifted to a location 27
however, con‘rms it does not. Suppose the shifting degrees East and 74 degrees North (surface projected,
distribution of global economic activity pulls the WECG 31 degrees North). Viewed from the tangent cylinder,
further into the planetes interior but directly toward the  2008ss WECG appeared just south of Izmir, Turkey, on
north...south axis: then the WECGes cylindrical projectionthe same longitude as Minsk and Johannesburg. Over
registers zero variation whereas, in reality, the physical the quarter of a century since 1980, the WECG has trav-
movement can be considerable. elled 1,135 km (18 per cent of Earthes radius) through
three-dimensional space. Its surface projection ... that dis-
3 Results tance perceived in F_igure 2 ... moved 4,800 km or 75 per
' cent of Earthes radius across the surface of the planet
In 1980 the WECG located 24 degrees West and 66from its 1980 location in the middle of the Atlantic
degrees North, but 2,800 kilometres (almost half Earthes Ocean.

2011 London School of Economics and Political Science and John Wiley & Sons Ltd. Global Policy (2011) 2:1
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Figure 2. The worldes economic centre of gravity, 1980...2007 (black) and extrapolated (in red, reduced size, italicised in table), at
three-year intervals.

Year Latitude Projected  Longitude Radial
(degrees)  Latitude (degrees) Distance
(degrees) (Earth’'s
radius)
1980 66 31 24 0.56
1983 68 31 21 0.56
1986 69 31 21 0.55
1989 72 33 6 0.57
1992 73 32 0 0.56
1995 73 32 3 0.55
1998 73 32 1 0.55
2001 74 32 6 0.55
2004 74 32 16 0.55
2007 73 31 27 0.54
2010 73 31 35 0.54
2013 72 31 44 0.54
2016 71 31 53 0.54
2019 69 31 62 0.55
2022 66 31 69 0.56
2025 64 31 75 0.57
2028 61 31 79 0.58
2031 58 31 83 0.60
2034 55 31 86 0.62
2037 52 31 88 0.64
2040 50 31 90 0.66
2043 48 30 91 0.69
2046 46 30 92 0.71
2049 44 30 92 0.72

Source: Authores calculations.

Global Policy (2011) 2:1 2011 London School of Economics and Political Science and John Wiley & Sons Ltd. @
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Figure 3. Flat worldes economic centre of gravity, 1980...2007.

Source: Authores calculations.

Note: Karachi is the nearest large city to either 2007+s or 1980ss WECG.

Some readers have suggested that the WECGes east-30 degrees North. That location is no large city precisely

ward movement is simply an artefact of a Euro-
Asia-centric perspective. Had we viewed this same
sequence of points from the Paci“‘c Ocean instead, the
traversal would be westward. However, locating the
mapes perspective in the Paci“‘c Ocean would not trace
out the cylindrical projection ... which, recall, is de“ned
to be a distance-minimising mapping.

Another striking feature of Figure 2 is how the WECG
seems to move so rigidly along a given latitude, that is,
visually horizontally in the map. Does this imply that the
north...south divide will remain invariant, so that even as
the south grows, so too does the north?

To address this point, look at the table following
Figure 2. That shows the actual latitude of the WECG
in its second column. Notice that that latitude declines
from 66 degrees North to 44 degrees North by 2049.
This might seem to imply that the south, like the east,
is actually gaining considerable relative economic
strength.

However, at the same time, the radial distance of the

but surrounding it are Urumgi, China, Kolkata, India,
Dacca and Chittagong, Bangladesh and Mandalay, Myan-
mar. In this extrapolation, by 2050 the WECG will shift in
three-dimensional space 4,250 km, or two-thirds of the
Earthes radius. Its surface projection will move 9,300 km,
or 1.5 times Earthes radius eastward across the surface of
the planet.

The forecast limit point is close to what the WECG
would be if the world were "at, that is, when per capita
incomes equalise everywhere. (This uses the same evoca-
tive phrasing but is obviously a drastic simpli“cation of
themes developed in Friedman (2006).) Such a "at-world
centre of gravity is arithmetically identical to a spatial
average using population rather than income as weights
for each location: Grether and Mathys (2009) presented
exactly the same calculation and referred to it as the
demographic centre of gravity. While the calculation is,
obviously, the same, their and my interpretations
differ for this location. In my description, | consider this
"at-world centre of gravity to hold interest because it

WECG from the centre of the earth has risen, from 0.56 describes a possible future when per capita incomes
to 0.72 of the planetes radius. Therefore, the WECG isequalise. For Grether and Mathys (2009) the interest lies

percolating up to the surface of the planet. These two
tendencies imply that when viewed from the surface of
the planet, there is little north...south movement.

To visualise this, consider drawing a circle around the
Earth at about 30 degrees North on the planetes surface.
Then slice that circle right into the interior of the planet.

in how this location is the geographical centre of the
worldes population.Figure 3 shows the "at worldes WECG
in 2009 located 68 degrees East and 38 degrees North
(surface projected, 23 degrees North), close by Karachi.
The WECG under this de“nition obviously does evolve
through time but the variation ... whether historical or

What Figure 2 shows is that the WECG remains on that extrapolated (not shown) ... is minimal relative to that in

slice even though drifting toward the planetes surface.
| interpret this to mean that the north...south divide
remains constant, and thus Figure 2 correctly illustrates
the reality.

Figure 2.

Conclusions

By 2049 the surface-projected WECG is forecast to This article has documented the dynamics of the worldes

approach a limit point around 92 degrees East and

2011 London School of Economics and Political Science and John Wiley & Sons Ltd.

economic centre of gravity. The results show that such a
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centre of gravity began in the mid-Atlantic in 1980, Cox, M. (2007) «Still the American Empir@glitical Studies Review

re"ecting how most of the worldes economic activity 5 (1), pp. 1...10. _ y
then occurred in either North America or Western Frledman,_ T. L. (2006The World is Flatsecond edition. London:
Europe Penguin.

. . . . Goldman Sachs Global Economics Group (20BRICs and Beyond
Since 1980, however, the historical evidence has | ohdon: Goldman Sachs.

implied a profound eastward shift in economic activity. Grether, J.-M. and Mathys, N. (2009) sIs the Worldss Economic Centre
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